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Goal and Approaches
• Goal

– Diminish privacy risks in online photo sharing, while
preserving a maximal usability

• Approaches
– Secure JPEG:

• JPEG Scrambling
• JPEG Transmorphing

– Photo sharing architecture based on a Public Key
Infrastructure (PKI)
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Examples
• Different visual privacy protection tools

2/23/16 3
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JPEG Scrambling
• Randomly change the signs of DCT coefficients
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Photo Sharing Architecture
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Photo Sharing Architecture
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• Sender-side operations
– Protection and upload

• Server-side operations
– Hosting and Access control

• Receiver-side operations
– Download and Reconstruction
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JPEG Transmorphing - Example 1
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original protected	in	JPEG



JPEG Transmorphing -
Example 1
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• Protection



JPEG Transmorphing - Example 1
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protected	in	JPEG recovered	original



JPEG Transmorphing -
Example 1
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• Recovery



JPEG Transmorphing – Example 2
• Converting an image to processed version while

preserving sufficient information about the original 
image in the processed image.
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JPEG Transmorphing – Example 2
• APP marker in JPEG header
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Marker ID
1 byte

Mask Matrix
m bytes

Data Length
4 bytes

Sub-Image Data
n bytes

Security Tool
2 bytes

Metadata

Transmorphed
JPEG image

APP markers

Protection
method &
parameters

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 1 1 1 1 1 1 0 ……

0!0!0!0!0!0!0!0!0!0!
0!0!0!0!0!0!1!1!0!0!
0!0!1!1!0!1!1!1!1!0!
0!1!1!1!1!1!1!1!1!0!
0!1!1!1!1!0!1!1!0!0!
0!0!1!1!0!0!0!0!0!0!
0!0!0!0!0!0!0!0!0!0! File size

in byte
0x01 0x02 0xB7 0x1F 0x2A 0x45
0xF4 0x3C 0x6B 0xE1 0x13 ……

Protected
Sub-image
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Prototype and Demo
• Prototype application: ProShare

– iOS
– Android

2/23/16 13

ProShare
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Thanks!
Question?
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