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Goal and Approaches

Godal

— Diminish privacyrisks in online photo sharing, while

preserving a maximal usability

« Approaches

— Secure JPEG:

« JPEG Scrambling
« JPEG Transmorphing

— Photo sharing architecture based on a Public Key

Infrastructure

(PKI)
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Examples

« Different visual privacy protection tools
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JPEG Scrambling

« Randomly change the signs of DCT coefficients

Original JPEG photo

Signs of DCT coefficients

Scrambled JPEG photo
1111 -1 =111 - ..
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: §—>—111—11—11—11...§ _u
ROI,, Level,, Key, i Pseudo-random number L —
b e insert parameters in JPEG header |
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Photo Sharing Architecture

Server side P <
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Client side
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Photo Sharing Archﬁrec’rure
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Sender-side operations
Protection and upload

Server-side operations
Hosting and Access conftrol

Recelver-side operations
Download and Reconstruction
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JPEG Transmorphing - Example |

original protected in JPEG
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JPEG Transmorphing -
Example |

 Protection

Protection Pipeline

Gray scaled Image

False colored Image JPEG Encoded/Decoded

False Image

Authorization Key

00101010100010000...
11010100000101010...

01010111110000000...
00010010111100001...

Sign Matrix

Encryption

Difference Image

{

|

FA EB CD 00 Al B4 DE.. |
1D FF A9 BO CD EF 3F..

ICA 2B 7D 08 BC 40 2E.. |
2E EC 6C DA 34 E6 CF...

[ED CA 3F 4E 5A BD F2.. |

JAO BC E4 2F 3C 5A 6B...

6C 7A 8E 9B 4C D6 2E...|
3E 7C CAF2 8A 4C 59...

Encyrpted Sign Matrix

Encyrpted Difference Matrix

14
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JPEG APP Markers

A €5 CO 00 A1 84 OF
10 77 A9 80 CO £F 37

0 CA 3 4€ SABD P2

€4 2F 3C3A 68,

A75 7005 6C 102
€ EC 6C DA 34 £6.CF

7ABE 98 4C D6 7€
€ 7C CA F2 84 4C 5.

Encyrpted Sign Matrn

Hidden Data

Encyrpied Diference Matrx

False Colored Image

[\

u"’i‘ 99 i

Shown Image

Protected Image
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JPEG Transmorphing - Example |

protected in JPEG recovered original
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Recovering Pipeline

o JPEG APP Markers

JPEG Transmorphing -
Example |

Protected Image

|

JPEG Decoding
(Reading Encrypted Markers)

* Recovery —

en Data

False Colored Image

[FA €8 CD 00 A1 B4 DE. fca 28 70 08 BC 40 2E...
10 FF A9 BO CD EF 3F. J2E EC 6C DA 34 E6 CF.
[ED CA 3F 4E SABD F2. I6C 7A BE 9B 4C D6 2€
|20 BC E4 2F 3C 5A 68... [3€ 7C CA F2 8A 4C 59.
Encyrpted Sign Matrix Encyrpted Difference Matrix JPEG Encoded/Decoded
False Image
Authorization Key Decryption
00101010100010000.
11010100000101010..., W“
01010111110000000. Yo I
00010010111100001... b -
Sign Matrix Difference Image
Recovering sign: 1, if Sign Matrix == 0
. ign: -1, if Sign Matrix == 1
Recovered Image = JPEG Encoded False Image + (sign x Difference Image)| 9 Sign Mal

209k

Protected Image

o A
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JPEG Transmorphing — Example 2

« Converting an image to processed version while
preserving sufficient information about the original
Image in the processed image.

Original image

Mask matrix Sub-image J Morphed JPEG image ﬂ
I JI— o)
00 L
00 0 0 e a
0 0 > —>

Reconstructed image
JI— o)

Processed image E
JIR— o) -

S
A - Threshold ¢

Sub-image embedded
in APPn Markers
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JPEG Transmorphing — Example 2

APP marker in JPEG header

/ Transmorphed \

JPEG image
[—
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APP markers I!//
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fmmmmmemeam , 0 0
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. Protection . © Y
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+ method& ! © 0
! parameters | 0000 9---(:) 0000
______ ———— : L

000000000000000
000011111110......

Protected
Sub-image
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1
_______ H
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Marker ID Security Tool Mask Matrix Data Length Sub-Image Data
1 byte 2 bytes m bytes 4 bytes n bytes
J

N

~
Metadata
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Prototype and Demo

» Prototype application: ProShare

i OS ®e000 Salt T 21:18 @ 0 22% [ )4 ee000 Salt 21:20 @ © 24% )4

linyuan8966@yahoo.com

dl (4

— Android

test4@gmail.com

ProShare

] STCKER <

ecooo Orange CH & 22:47 @ 9 53% W)

Cancel

Define Sharing Policy

Select the groups of friends you
want to share the photo with.

Close Friend v
Family

Education v
Work v
Current City

Acquaintances

llaar NvAantad

UPLOAD
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Thanks!
Question?
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